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WHATYOU NEED TO NOTE

* If you use removable media sources such as USB hard drives and memory sticks
they must be encrypted to reduce the risks associated.

- It is best practice to store school related data and documents on Office 365
applications such as OneDrive and SharePoint.

* If staff do wish to use removable media devices in school they MUST be
encrypted, this document will show you step by step on how to do this or ICT
Services will be happy to do this on your behalf.

- Staff should familiarise themselves with associated CAT policies and ensure any
data sharing and storage is in-line with the trust’s data protection policy and
information security policy at all times.

* CAT Information Security Policy
- CAT Data Protection Policy



https://communityacademiestrust.org/library/download/www/policies/July%2020/CAT%20Information%20Security%20Policy%2007.20.pdf
https://communityacademiestrust.org/library/download/www/policies/July%2020/CAT%20Data%20Protection%20Policy%20July%202020.pdf

HOW TO CORRECTLY ENCRYPT

YOUR REMOVABLE MEDIA

Via BitLocker




On a school issued device connect your removable media device an

explorer.
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Starting BitLocker

Please wait while BitLocker initializes the drive.

A Don't remove your drive during BitLocker setup.

What are BitLocker's system requirements?
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You will then be prompted to set a password. This should be in-line with Microsoft’s best
practise password guidance on the slide below. This should differ to your laptop password.
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Choose how you want to unlock this drive

[ Use a password to unlock the drive

Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbols.

Enter your password

Reenter your password [ sessessesssssss

[[J Use my smart card to unlock the drive

You'll need to insert your smart card. The smart card PIN will be required when you unlock the drive.
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MICROSOFT'S PASSWORD

GUIDANCE

https://www.microsoft.com/en-us/research/wp-

content/uploads/2016/06/Microsoft Password Guidance-1.pdf



https://www.microsoft.com/en-us/research/wp-content/uploads/2016/06/Microsoft_Password_Guidance-1.pdf

STEP 5

Whilst securing your removable media, it is important you don't want to end up
locking yourself out of your media device.

When you set up your password Bitlocker generates a recovery key so if you did
forget your password you can assess your device.

You need to save this key to your Microsoft account and/ or print this key and keep
the paperwork somewhere safe and private.

These are options provided when you set up the encryption.

The slide below demonstrates the options available during encryption set up.
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How do you want to back up your recovery key?

@ Some settings are managed by your system administrator.

If you forget your password or lose your smiart card, you can use your recovery key to access your drive.

—> Save to your Microsoft account
— Saveto afile

—> Print the recovery key

How can | find my recovery key later?
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or printed your recovery key you'll be able to continue.
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How do you want to back up your recovery key?

Q@ Your recovery key was prints

Ifyou forget your password or lose your smart card, you can use your recovery key to access your drive.

—> Save to your Microsoft account
—> Save to a file

—> Print the recovery key
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Choose how much of your drive to encrypt

If you're setting up BitLecker on a new drive or a new PC, you enly need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on 3 PC or drive that's already in use, consider encrypting the entire drive.
Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might still
contain retrievable info.

(@ Encrypt used disk space only (faster and best for new PCs and drives)

(O Encrypt entire drive (slower but best for PCs and drives already in use)
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Choose which encryption mode to use

Windows 10 (Version 1311 introduces a new disk encryption mode (XTS-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows.

fthis is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.

If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version
1511) or later, you should choose the new encryption mode

(O New encryption mode (best for fixed drives on this device)

(®) Compatible mode (best for drives that can be moved from this device)
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If you use a range of devices
of different ages we would

recommend compatible
mode.
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Are you ready to encrypt this drive?

You'll be able to unlock this drive using a password.
Encryption might take a while depending on the size of the drive.

Until encryption is complete, your files won't be protected.

Start encrypting
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STEP 12

Once complete you'll get a pop-up box confirmation.
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USING YOUR DEVICE MOVING FORWARD

The lock status of the device will be indicated with in File Explorer and you'll be
prompted for your password for the device every time you plug it in.

To unlock simply double click the removable media device in File Explorer.

Connected and awaiting unlock Unlocked and ready to use




CONCLUSION

* School managed services such as One Drive and Office 365 for storing data is a
highly recommended preference and should be used in most cases.

- Any removable media including school related data MUST be encrypted.

- Staff should familiarise themselves with the Community Academy Trust’s policies
including; information security and data protection, in-particular the use of
removable media.

- Any problems, questions or queries should be logged with ICT Services via the
support desk — http://icts.telfordlangleyschool.co.uk



http://icts.telfordlangleyschool.co.uk/

ISSUES, QUESTIONS OR
QUERIES

http://icts.telfordlangleyschool.co.uk



